Windows Defender - Performance and Functional Problems on Telephony Server

Sometimes Windows Defender will run with extremely high CPU usage, and lock files required by the telephony server.

In particular, when it locks call recording files, the effect can be that voice / recording resources eventually run out.

Notes

Scanning Programs

Thetelephony server is a real-time communications system.

Running incorrectly configured scanning programs for malware or viruses or other "deep scan" programs on the telephony server can seriously impact the real-time behaviour and / or functionality of the system.
jtel provides absolutely no support whatsover for problems related to this.

jtel also does not recommend any particular scanner or program used for this purpose.

Symptoms
High CPU Usage
This effect can be seen in the task manager. Look for the process:
[n-| Antimalware Service Executable 0% 104,6 MB

and check if it is constantly using a lot of CPU.

Loss of Resources
Check the resources in the telephony server using the command giResView.exe in a cmd shell when the server is idle.

This sample output is for a 284 line system with 142 lines and 142 P2 resources:



C:\Users\Administrator>giresview
provider name max in use
1ee000:SIP port:@ in 284 142
1ee000:SIP port:@ dx 284
1ee000:SIP port:@ out 284
1eeeeo:me Voice =il
RES_CONFERENCE 100000 :me Conference =il
RES_CONFERENCE_PARTY 100000 :me Conf-Party =il
RES_CONFERENCE_MONITOR 100000 :me Conf-Monitor =il
160000:me Fax/tx =il
160000:me Fax/rx =il
Hlee/H11e
1eeeee:me Audio Monitor
160000 :me VMP/G729ab
160000 :me VMP/iLBC
160000 :me VMP/G711
STREAM

D00 OOOO

If the system is idle, only inbound trunks should be "in use". This number should exactly equal the number of configured inbound lines. All other counters should be 0.

If you notice RES_MIXER_MONITOR instances, then you will probably also find call recording files in c:\8Server\Temp



» Dieser PC » Lokaler Datentréger (C:) » 8Server » Temp v T

A+ N Name Anderungsgatum Typ GroBe

b 4 2. CallRecording_20210518-095229-103-65_115236.wav 18.05.2021 11:53 Wavesound 1.481 KB
2. CallRecording_20210518-095414-103-12_115421.wav 18.05.2021 11:55 Wavesound 1.505 KB
2. CallRecording_20210518-095414-103-51_115421.wav 18.05.2021 11:55 Wavesound 1.513 KB
4, CallRecording_20210518-095415-103-5_115422.wav 18.05.2021 11:55 Wavesound 1.473 KB
4, CallRecording_20210518-095417-103-13_115425.wav 18.05.2021 11:55 Wavesound 1.369 KB
4 CallRecording_20210518-095658-103-26_115705.wav 18.05.2021 11:57 Wavesound 1.465 KB
4 CallRecording_20210518-095701-103-10_115708.wav 18.05.2021 11:57 Wavesound 1.449 KB
4. CallRecording_20210518-095933-103-2_115939.wav 18.05.2021 12:00 Wavesound 1.353 KB
4. CallRecording_20210518-101323-103-31_121329.wav 18.05.2021 12:14 Wavesound 1.449 KB
2 CallRecording_20210518-104450-103-62_124457 wav 18.05.2021 12:45 Wavesound 1433 KB
2. CallRecording_20210518-105207-103-67_125215.wav 18.05.2021 12:53 Wavesound 1457 KB
2. CallRecording_20210518-105450-103-15_125457.wav 18.05.2021 12:55 Wavesound 1.329 KB
4, CallRecording_20210518-110215-103-41_130222.wav 18.05.2021 13:03 Wavesound 1.265 KB
2, CallRecording_20210518-110219-103-24_130225.wav 18.05.2021 13:03 Wavesound 1.449 KB
4 CallRecording_20210518-110438-103-96_130445.wav 18.05.2021 13:05 Wavesound 1.465 KB
4. CallRecording_20210518-111158-103-72_131207.wav 18.05.2021 13:12 Wavesound 1.273 KB
4. CallRecording_20210518-111853-103-94_131901.wav 18.05.2021 13:19 Wavesound 1.377 KB

= 2 CallRecording_20210518-112245-103-77_132253.wav 18.05.2021 13:23 Wavesound 1.273 KB

If you cannot delete these, and there are no calls on the system, then the anti-malware program is blocking writes to these files.

You can verify this by stopping the anti-malware service, and re-running the checks above. If the counters return to 0, then you have found the culprit.

Fix
To fix this problem, add exceptions to the anti-malware service for the following:
What Where
Directory | c:\8Server
Directory | c:\aculab
Process | robot5.exe

Process | giHal.exe

Process | giAcu.exe



Process | sipserv.exe

Process | ProsodySServ.exe

For windows defender, you can do this with the following commands:

power shel |
power shel |
power shel |
power shel |
power shel |
power shel |
power shel |

nput f or mat
nput f or mat
nput f or mat
nput f or mat
nput f or mat
nput f or mat
nput f or mat

none
none
none
none
none
none
none

- out put f or mat
- out put f or mat
- out put f or mat
- out put f or mat
- out put f or mat
- out put f or mat
- out put f or mat

none
none
none
none
none
none
none

-Nonl nteracti
-Nonl nteracti
-Nonl nteracti
-Nonl nteracti
-Nonl nteracti
-Nonl nteracti
-Nonl nteracti

ve
ve
ve
ve
ve
ve
ve

- Command
- Cormand
- Cormand
- Cormand
- Cormand
- Command
- Cormand

Add- MpPr ef erence - Excl usi
Add- MpPr ef erence - Excl usi
Add- MpPr ef erence - Excl usi
Add- MpPr ef erence - Excl usi
Add- MpPr ef erence - Excl usi
Add- MoPr ef erence - Excl usi
Add- MpPr ef erence - Excl usi

onPath "C:\8Server"

onPath "C:\acul ab"
onProcess robotb5. exe"
onProcess gi Hal . exe"
onProcess gi Acu. exe"
onProcess sipserv. exe"
onProcess ProsodySServ. exe"
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