CentOS 7 - After basic installation

Azure Cloud

For the Azure Cloud, you specify a user during the basic installation. The root password remains hidden. However, you can switch to root with the following command, the input of your own password is required:

sudo in Azure Cloud

sudo -s

Furthermore, it is necessary to assign the network card(s) to a zone. This is done by editing the network configuration:

Netzwerkeinstellungen Azure Cloud

vi /etc/sysconfig/network-scripts/ifcfg-eth0
(add at end)

ZONE=publ i c

service network restart

System update

System aktualisieren und erste Pakete installieren



Update and Installation

yum -y update

yum -y install nano unzip ntp ntpdate wget man openssh-clients rsync screen sysstat nfs-utils cifs-utils policycoreutils-python yum plugin-versionlock yumutils
nmap bind-utils tcpdunp Isof tnux tnpwatch

yum -y install https://repo.ius.iolius-release-el7.rpm

yum -y install epel-release

# LAG NO LONGER NEEDED

# Renoved 17.09.2018 after feedback from FK

# yum -y install http://mrrorl. hs-esslingen. de/repoforge/redhat/el 7/ en/ x86_64/r pnf orge/ RPM5/ r pnf orge-rel ease-0.5.3-1. el 7.rf.x86_64.rpm
# yum confi g- manager --enable rpnforge-extras

Reboot

Reboot

reboot

disable ipv6

ipve
If t%)yum update fails because of IPv6, ipv6 can be disabled.



Disable IPv6

vi /etc/sysctl.d/disable-ipv6. conf
# Add the followi ng lines

net.ipv6.conf.all.disable_ipve = 1
net.ipv6.conf.default.disable_ipvée =1

# Then issue the foll owi ng command
sysctl -p

# Then edit yum conf
vi [etc/yum conf

# Add the followi ng |ine
i p_resol ve=4

# Then reboot
reboot

Basic configuration
Make sure firewalld is running (Required for Azure Cloud installation)

The following commands ensure that firewalld is running.

firewalld configuration

systenct!| disable iptables
systentt| mask iptables
systentt!l enable firewalld
systentt| start firewalld

Create User jtel

The following commands create the user j t el , add it to the group wheel and give it the password <passwor d>:



jtel User

useradd -mjtel
gpasswd -a jtel wheel
printf '<password>\n<password>\n' | passwd jtel

Enter SSH key

Next, the SSH keys of the jtel project technicians are entered so that a secure login is possible without separate password entry. By default, neither the SSH configuration directory nor the corresponding configuration file
exists in r oot 's home directory. All this is generated with the commands in the following code block:



SSH Keys

nkdir -p /home/jtel/.ssh

cat << EOFF > /hone/jtel/.ssh/authorized_keys

ssh-rsa AAAAB3NzaClyc2EAAAABI QAAAQEAGIVWOXIVKWE sx24V6m+-VB

/ 9cf FUznUnVJqHe SnQFc E+ANz H+l gv90j QYXRf 8XLSaKA4HZGO7 SFUWM.z 7eNHKOI | S+TGHKG' j | 3GRvzNo YVAapeKUV7H beagQPNOCKTr 6G8Vi / GVMy Ox8XhJAgpr 5gj yWGdMIgnOS9uxd83BCh

/ Ui AP9oVUbLi I | xbt mLAzyf Jdj nbFP9sJXwi6VI 040FedaoLlof r kPyPu7cst 6TPIx5myDhORG31nD/ 2i WUNLf v58nDABMsePf hqz Sp/ Hi 2XY

/ e5gi kDh3xUxoBrL9f Viwbi Fh92AFWD8r P1Ct oCEt Ce2nJkdt Rzt 0G E+A+zgdDj w== support @tel . de

ssh-rsa AAAAB3NzaClyc2EAAAABI QAAAQEAUPSDEZDI 6/ Cl TTgk8gbur qDuUKN 6j nQ@Zbj z6BO+5P8M r S8KT7y56u/ PSqdO3Cz D58D2J SOy Nv M6 RbBGYDUDLNg7VSILFLf Er buCzJ/ Q+BSRaee+7MhLWKdVSc
/ EY2B4qUCcZGRL/ NXHt AY/ 3Kv SSU3wnhl 4edLYMAZ ux ANNEPRKmi g1 CAuy k DdHv nDkVQzaSShYDBQW | bW M36j s CmivhZR7v +v6gKWe oWk MAT4XZ1f 2K5z1 QXd6FHGY8C

/ +XI Cef un2qgQ qgj f Qvbql Qonnf KDA HPvkas287t dCbU4y 1l TsJbTi T71 Nkd6Qbi VUay Vx Vo V+G2F7Wf Ndnw== r oot @t el . de

ssh-rsa AAAAB3NzaClyc2EAAAABI QAAAQEAr Ti 8N08gDz1CvDri ZNALalt Hky/ 1+QNPOWUA3dI 7hkn2zH7f z9bXAs32z7dRj f gxaYXWPnCl cDLDbOxw Gf MXKOHABPt pObxh

/ 58YOQowBUJKCcNi 6hUphT+Ar Gkpj Qo5CJIcAr nbLO727R8j JFgELQpi Wiehd5t 3ecOwWOLONhnI E63S+DUni7 +bQW6Z8Knel 0+opGyoURLT 8hxeAl Ulwde MFN7 Al VPZI yuPobowwj GDXD9YpwXZ20Pt g6 Xl SWW

/ OLf set zmGkgD4gedxJxj c5x5ByZX98UsNIORr G6R5s| LqQTJkJzGBLpHBKkCOW.lI EWDRduVR2nT Qz OBRgA92i 5ZUFw== | ewi s. graham@'t el . de

ssh-rsa

AAAAB3Nz aCly c 2EAAAADAQABAAABAQCIWIOV Fohl PQs HE QB Rf ef 7xi CAWRHOk MaMs UXxLCnTCDG OPDi b23NBUTevcnAc+Or CUl TRmwngRbcel t bROQMLgNhzr wS8ZI 00ps ZVWnBUWMWVpX4UJt mXOCDr t VinHlyz51
/' WhZVeS17JqoM VMB3p+nl( Vi whéqgl RTI/ 9F/ Kf aOf i LEi HhvennSq67R705wP65TRO0OXxgA20E569MLI cdn43xL2Gy| kwHuWwXcusKqf +1 naawFWhdZUTQUF3ZB+ssuEbXSyZEG ¢5

/ HNUGBr g9t ut zAf g3f NWe5Y5pY+B048g40Dy AQowiVB7i 9OMINK 11 EZA+r nl | nf 7XLVKI sNn andrey. t svet kov@tel . de

ssh-rsa AAAAB3NzaClyc2EAAAABI QAAAQEAKBI z9Ss| XMO a+7hCxNGQU4s

/ gqUZ6pyxDxj pDTD+bewxunyhn5al ThBSuHpx0n05JL4nGGIRAO i 54ATi | dnBUhi 8JSl j Gy5uv97SwBKpy0e314t OLU3NkAe2YOHLaUeAr ne4bYPebKBqOr 1ol n1Gu2+TFvCnivju3Fm eMr1xvw

/ waTwOb7hSBPN83gQCaJ R7w6l OUp5H YLSA0zRs10s3g61 dQkHeGBknJ6j ChqFXIHG 0KYzZGv3Q46f VTpt STNACXZs+ARUzJj bG xnpHYK8r n5oTf 0BS4ql N5+Lx YKG341Hm7cOsal SWUFbE

/ CbFOgUt j Bvi | 1c7RLgt GnJQ== serge. dj onn@tel . de

ssh-rsa AAAAB3NzaClyc2EAAAAB] QAAAQEAUN3ZLgQo2e9Wv1vAQxx CGxe9D3u8DWh4eget eUAP] 4b7t OxQ6t 03z Al Gyt UROR6SANL

/ Cl P3nEA2d3r 4kmDFQAMUQFCLTFj yXI OKvsnlahN8Dl j J6nRl wt vN2r 5nBl Ey1Cl GCh+Jvchzf 4ZhXr WkOTYYO7708w j 9Zbk0Y6W 2gBnE6TaxsRQ7Z61zTe80xf LPQLKj gQ

/ 5Hdk 0z OHAX 3] EsZRo9CqM_b44UD+6j VG h1JPMFcnUuOux RQAOHr g243t gAUNMugl CWonpZNO75v3Hj | | XOebx VGBXugr Yc2xR1q964/ EE0ZR7JMMFHI47V8W KkE126n9ZEl CgNGl R+Q== hei di .

muel ler@tel . de

ssh-rsa AAAAB3NzaClyc2EAAAABIQAAACEAI | ON3Cn1bZPBYt v67Bv63l | DIKMITH52/ i oPLm+-qYYDV80ONSHSh+PHDIawXNKNv5i TecaQ

/ a56CkK0z+KI 5zvJb3Ei RZaRe70c! qdf | HMTcasVPVk 1hAna5xc5UOCr +d Kok qMQOBMmDRr DvdS3at f | Qznvl R8+qoxPj | KCAKDx0GOUe SO PBO6DA YGPI FX60hMVRET7p

/ vHI RAOF ehnGLx Ft f k+r GPngi bl PWAKI KYQUF MhHI OpgFJwr PWAGNnqdU Qat KnATZC2cuKe931zst FhuDsnR218yS4hTTI cj whi / DH7PFr 9Y58Bt Y6ZTy8khwTUeMPpSXE7i 2WYoqoJ7DXcw== sou@t el . de
ssh-rsa AAAAB3NzaClyc2EAAAABI QAAAQEAOczZLbpaxo/ EY9i HDQO9N6EWIALe YB7 GVnp/ nLwp66zeVA4Dbv Tm+3FDUISDIr qMIzJKAAEI cFe+l | / Zdl eZzG4AJdYf 66M

/ Y6kOw0Y8j JqDt sdgUf 3Q11hJ53Z+Bwqy1vD

[ a7N2hx| EKD2r zy Af Vb+xzTzhJTj pX1kNi UxDMXRZs4yt WWCbOqZSpTJI3eTINSIgHL88KFTVHNBr Pz DAXRKcex2f SzNa7e+dYsf | mOQoYl x FBX5YU74Ay 9F5b7K95Cxe8Est vKNV) KNWgnNWi1S2d7eabepClj v3z0
FdOG VoZ1SDgqKz8ysBa6Rzkt 5L5peHYAKyH8Tede Uk 7kRI wZQ== dhi a@'t el . de

ECFF

restorecon -R -v /home/jtel/.ssh

chown -R jtel:jtel /honme/jtel/.ssh

chnod 0700 /hone/jtel/.ssh

chnod 0644 /hone/jtel/.ssh/authorized_keys

Note: do not use all other SSH keys.
In order for these to function correctly, the SELINUX security labels must be adapted correctly. This is done by the command at the end of the code block.
Improve history function

The following command generates a configuration file to improve the history function of the shell:



History Function

cat <<EOFF > ~/.inputrc
"\e[ A": history-search-backward
"\'e[B": history-search-forward

set showall-if-anbi guous on
set conpl etion-ignore-case on
ECFF

Improve Screen Multiplexer

The following command improves the display of the screen multiplexer.

Screen Multiplexer

cat <<ECFF >> /etc/screenrc

# JTEL: Added

startup_nessage off

vbel | of f

har dst at us al waysl astline "% kw} % b} %14 K} < %W W} % % % -}%w >"
# This lets work all functions keys in mdnight commander

# terncapinfo xterm'k1=\E[ 11~: k2=\ E[ 12~: k3=\ E[ 13~: k4=\ E[ 14~

ECFF

Wheel (sudo) Configuration

The following command creates a configuration component to give users of the wheel group the right to execute commands as r oot using the sudo tool:

Sudo Authorisation

cat <<ECFF > /etc/sudoers. d/ wheel ers

## Al ows people in group wheel to run all comands
Ywheel ALL=(ALL) ALL

ECFF

Transfer shell configuration to jtel

The following commands replicate the shell configuration from the r oot user to the j t el user:



Configuration jtel User

cp -a /root/.inputrc /honel/jtel
chown -Rjtel:jtel /home/jtel/.inputrc

Root hint for GIT

The following commands make it more difficult to execute GIT as root, since this should always be done in the context of the jtel user:
root Warning for GIT

cat <<EOFF >> ~/.bashrc

alias git="printf "It looks like you are trying to run AT as ROOT.\nFor jtel installations, G T should always be run fromthe jtel
run git as root, you will need to access it directly, using /usr/bin/git for exanple.\n"'
ECFF

source ~/.bashrc

user.\nlf you really want to

Transfer SSH keys to root
The following commands replicate the SSH keys from the j t el user to the r oot user:
Configuration jtel User

cp -a /hone/jtel/.ssh /root
chown -R root:root /root/.ssh

Set NTP to PTB

The following commands enter the official time servers of the Physikalisch-Technische Bundesanstalt into the configuration file of the time synchronization service, configure the service to start automatically, synchronize the
time once with one of the PTB servers and start the service



Time Synchronisation

sed -i -e "s/”"server 0.centos.pool.ntp.org iburst$/server ptbtinmel.ptb.de iburst\nserver ptbtine2.ptb.de iburst\nserver ptbtinme3.ptb.de iburst\nserver 0.centos.
pool .ntp.org iburst/" /etc/ntp.conf

chkconfig ntpd on

nt pdate ptbtine2.pth. de

service ntpd start

Check NTP
See here:
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/6/html/Deployment_Guide/s1-Checking_the_Status_of NTP.html

for an explanation

Check Time Synchronisation

ntpq -p

Uninstalling anacron, installing cron

Since the anacron service stops if one of the maintenance scripts does not run, it is uninstalled and the cron service is installed:

Uninstall anacron, Install cron

sudo yum -y install cronie-noanacron
sudo yum -y renpve croni e-anacron

VMWare / Hyper-V / Virtualization Tools (NOT AZURE)

Install VMWare Tools

Install VMWare Tools’

yum -y install open-vmtools


https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/6/html/Deployment_Guide/s1-Checking_the_Status_of_NTP.html

Hyper-V

Install Hyper-V Tools

yum -y install hyperv-daenons

Other virtualization environments

Contact the respective manufacturer.

Proxy Server Entry

If a proxy server is used then use the following commands to set this up for r oot and the j t el user - please adjust the upper lines:



Configure Proxy Server

PROXY_USERNANE=

PROXY_PASSWORD=

PROXY_SERVER=pr oxy. exanpl e. de

PROXY_PORT=3128

PROXY_EXCEPTI ONS=. exanpl e. de, . | ocal , 10. 200. 21.

if [ -n "$PROXY_USERNAME" ] && [ -n "$PROXY_PASSWORD' ]
t hen
PROXY="ht t p: / / $USERNANME: $PASSWORD@PROXY_SERVER: $PROXY_PORT"
elif [ -n "$PROXY_USERNAME" ]
t hen
PROXY="ht t p: / / SUSERNAME@PROXY_SERVER: $PROXY_PORT"
el se
PROXY="ht t p: / / $PROXY_SERVER: $PROXY_PORT"
fi

cat <<EOFF >> ~/.bashrc
export ALL_PROXY=$PROXY
export HTTP_PROXY=$PROXY
export HTTPS_PROXY=$PROXY
export FTP_PROXY=$PROXY
export RSYNC_PROXY=$PROXY
export http_proxy=$PROXY
export https_proxy=$PROXY
export ftp_proxy=$PROXY
export rsync_proxy=$PROXY
export NO_PROXY=$PROXY_EXCEPTI ONS
ECFF

cat <<EOFF >> /hone/jtel/.bashrc
export ALL_PROXY=$PROXY

export HTTP_PROXY=$PROXY

export HTTPS_PROXY=$PROXY

export FTP_PROXY=$PROXY

export RSYNC_PROXY=$PROXY

export http_proxy=$PROXY

export https_proxy=$PROXY

export ftp_proxy=$PROXY

export rsync_proxy=$PROXY

export NO_PROXY=$PROXY_EXCEPTI ONS
ECFF

source ~/.bashrc



Ensuring name resolution

Edit the /etc/hosts file, and enter the names of the different machines for the solution:

letc/hosts

127.0.0.1

01

192.
192.
192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.
168.
168.

e

10
10
21
22
22
31
32
40

| ocal host | ocal host. | ocal domai n | ocal host4 | ocal host 4.1 ocal domai n4
| ocal host | ocal host. | ocal domai n | ocal host6 | ocal host 6.1 ocal donmai n6

acd-1b acd- | b. exanpl e. com
acd-store acd- st ore. exanpl e. com
acd- dbm acd- dbm exanpl e. com
acd- dbs acd- dbs. exanpl e. com
acd- dbr acd- dbr. exanpl e. com
acd-j bl acd-j bl. exanpl e. com
acd-j b2 acd-j b2. exanpl e. com

acd-tel 1 acd-tel 1. exanpl e. com
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