Role LB - Certificates for load balancers

The certificates are located in:

/ et c/ hapr oxy/ hapr oxy. pem

The correct permissions are 400. (read only for root) and can be set as foll ows:

chrmod 400 hapr oxy. pem

The file contains Sections:
Note
certificate chain:
® end_entity_cetificate.crt
® intermediate_certificate.crt
® root_certificate.crt
Private Key
® private_key.key
The end entity certificate and the matching private key are mandatory
haproxy.pem
end_entity_cetificate.crt
intermediate_certificate.crt

root_certificate.crt
private_key.key

Command to generate the haproxy.pem file

Generate the haproxy.pem file

$ cat end-entity.crt internmediate_certificate.crt root_certificate.crt private-key.key > haproxy.pem

® Make sure the private key is not corrupted
$ openssl rsa -check -noout -in private_key. key
If the output “RSA key ok“ then the private key is correct.

® Make sure the end entity certificate and the private key match together



Calculate the modulus of the of the private key

$ openssl rsa -nodulus -noout -in private_key.key | openssl nd5

Calculate the modulus of the server certificate

$ openssl x509 -nodulus -noout -in end_entity_certificate.crt| openssl nd5

If both outputs are identical then the private key matches to the end entity certificate.
® The end entity certificate muss be in the first position and the matching private key muss be in the last position
®* The intermediate(s) and the root certificate are optional. In case they are included, the intermediate(s) certificates muss before the root certificate

® Make sure the end of line (EOL) in the file are Linux EOL (LF). Windows EOL (CR LF) or Macintosh EOL (CR) will fail, because the Load Balancer is a Linux distribution.

“;' *new 17 - Notepad++
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( Copy Ctrl+C or Ctrl+INS ;i???;si;%;iéte -er
¢ Paste Ctrl+V or Shift+INS | key. keyilid
©  Delete DEL
Select All Ctrl+A
Begin/End Select
Copy to Clipboard >
Indent >
Convert Case to >
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Blank Operations > Unix (LF) \/
Paste Special > Macintosh (CR)

® You can check the content (Check the Validity) after with this command:

$ openssl

x509 -text

-in haproxy.pem



----- BEG N CERTI FI CATE- - - - -
M | Ezj CCA7agAw BAgl SESG W.xseXet sJCbf ZKEf ehi MAOGCSqGS| b3DQEBOMIA
MEwx Cz AJ BgNVBAYTAK J FIVRKWFWYDVQQKEX BHb GO YW TaWiul G52LXNhNVBI Wl AYD

----- END CERTI FI CATE- - - - -
----- BEG N RSA PRI VATE KEY-----

M | Eowl BAAKCAQEAs DGat sqSubHWDG2I Ovbocgwdf X9dB3Et XFW6HN87zDvAvVvE
9KUs DM U2+aORZapzhl OoL1cf znPpQYyod4WGpr Q NyL82TTxeWhCNRnBv4t nJw

The minimum is that the certificate for the load balancer and private key are included. The file is referenced in haproxy.cfg:

frontend acdportal _https
node http
bi nd : 443 ssl crt /etc/haproxy/ haproxy. pem #verify optional

If an intermediate certificate must be inserted (example sales force if the certification chain is not known in SalesForce), this can be done as follows

= Right mouse click on the certification in the browser:

.2 - Login x

= c https://movinga-acd.commehr.de/CarrierPorta

I Apps [ httpsi//raw.githubuse " Index « WinAP| Progr

= Display details of the certificate:



: ;E - Login X x"'.,l

« - @ https://movinga-acd.commehr.de/CarrierPortal/movinga/pages/con

= Apps [ 4
movinga-acd.commehr.de p 4

Ihre Verbindung zu dieser Website ist privat. Details

® view certificate

Secunty Overview

a 0 &

This page is sequre [valid HTTPS).

@ Vabd Certificate
The connecticn to this site is using a valid usted server certificate.

View certilicale

@  Secure TLS connection

® Display intermediate certificate:



n | Zertifikat

Allgemein Details  Zertifizierungspfad

Zertifizierungspfad

GlobalSign

E = commehr.de

Zertifikat anzeigen

Zertifizierungsstatus:

Dieses Zertifikat ist gultig.

® Save as file:



n  Zertifikat bt

Allgemein Details  Zertifizierungspfad

Anzeigen: <hllex ~

Feld Wert &

|:|Version V3

DSeriennummer 0400 00 00 00 01 44 4e f0 35...

EISignathaIgorimmus shaZ5eR5A

BSignathhashalgorimmus sha256

Dnussteller GlobalSign Foot CA, Root CA, ...

|:|G|I|Itig ab Donnerstag, 20, Februar 2014...

|:|G[;|Iﬁg bis Dienstag, 20, Februar 2024 1...

[=] antranetsllar AlrhaS8 CA - SHATEA -7 G ~
Eigenschaften bearbeiten... In Datei kopieren...

® In base 64 format:



« &l Zertifikatexport-Assistent

Format der zu exportierenden Datei
Zertifikate kiinnen in verschiedenen Dateiformaten exportiert werden.

Wahlen Sie das gewlnschte Format:

() DER -codiert-binar ¥.509 (,CER)

(®) Base-64-codiert X, 509 {.CER)

() Syntaxstandard kryptografischer Meldungen - "PKCS #7"-Zertifikate (.P7B)
Wenn miglich, alle Zertiflkate im Zertifizierungspfad einbeziehen

Privater Informationsaustausch - PKCS #12 ((PFX)

Wenn miglich, alle Zertiflkate im Zertifizierungspfad einbeziehen
Privaten Schlissel nach erfolgreichem Export ldschen
Alle erweiterten Eigenschaften exportieren
Zertiflkatdatenschutz aktivieren

Microsoft Serieller Zertifikatspeicher (L55T)

Weiter || Abbrechen

® Save to the local computer:



& &% Zertifikatexport-Assistent

Zu exportierende Datei
Geben Sie den Mamen der zu exportierenden Datei an.

Dateiname:
C:\Users\Lewis\Desktopalpha_intermediate. cer

Weiter Abbrechen
Then edit the file with a text editor, then copy the content of the intermediate certificate into the haproxy.pem file at the very bottom.
Then:

service haproxy rel oad

Converting pfx Certificates to .pem Format

The following command can be used to convert a .pfx certificate file to .pem Format (the password for the certificate will be required):

openssl pkcsl2 -in acd.cg.internal.pfx -out /root/haproxy.pem -nodes
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