Server Specification (jtel Container Stack)

This page documents the requirements for the sizing of the host machine which will host the containers for the jtel Stack.

Operating System

Requirement Checklist Comments
Operating System: Debian 12 Minimal Do not use newer versions of the operating system unless explicitely specified here.
Installation without GUI
Debian 12 .iso download location:
Debian 12 iso
Installation Guide:
Debian - Basic OS Installation from ISO (Debian/Win2019) - jtel Portal WIKI - jtel Public WIKI
SSH access Required. For on premise installations this can be via a jump server.
root access Provide the root user password to jtel for installation purposes.
After installation this is no longer required (jtel will access the system using the jtel user).

jtel user Create a jtel user first before proceeding to create other users. This will ensure that the GID and UID of the user are the first available (1000).

The password will be required by jtel for the jtel user. Please note, we may change the password.

Give jtel user sudo rights Make sure the jtel user has sudo rights.
No additional packages installed Do not install any additional packages at this stage until the installation is completed.
Internet Access The machine must be given internet access for the installation, and also for any subsequent updates or patches to the system. A list of the required sites which will be

accessed can be found here: Required Internet Access (jtel Container Stack)
Network Interface Requirement: The VM must have a single primary network interface. Provide the interface name before provisioning. Usei p |ink showori fconfi g -a to identify.

IP-Address configuration Requirement: Static IP address

Backup Storage

For storage of backups, either an SMB or NFS fileshare must be provided including the following data:

SMB

Information Explanation Example

Type SMB The type of fileshare


https://get.debian.org/images/archive/12.12.0/amd64/iso-dvd/
https://wiki.jtel.de/pages/viewpage.action?pageId=25822295
https://wiki.jtel.de/pages/viewpage.action?pageId=154927430

IP-Address

Path

Username

Password

Domain

SMB Version

Retention daily backup
Retention weekly backup

Retention monthly backup

NFS

Requirement
Type
IP-Address
Path
NFS Version
Retention daily backup
Retention weekly backup

Retention monthly backup

Sizing

The IP-Address of the Samba share

The path to the backup directory

A User for jtel that was created on the Samba Server

The password of the samba user

The domain name where the samba server is located. Optional setting.

The Samba Version

How long daily backups are kept on the share until they are deleted. If left empty, infinite.

How long weekly backups are kept on the share until they are deleted. If left empty, infinite.

How long monthly backups are kept on the share until they are deleted. If left empty, infinite.

Explanation
NFS
The IP-Address of the NFS share
The path to the backup directory
The NFS Version
How long daily backups are kept on the share until they are deleted. If left empty, infinite.

How long weekly backups are kept on the share until they are deleted. If left empty, infinite.

How long monthly backups are kept on the share until they are deleted. If left empty, infinite.

Reminder: The Backup Storage should not be part of the actual stack VM, but should be external.

VM Sizing

Up to 20 Concurrent Agents

Sizing

Minimal (only recommended for systems with low load or testing purposes) ' 4

Optimal (recommended for normal operations) 8

CPU Cores RAM Storage
16 GB 500 GB
32GB 1TB

Up to 60 Concurrent Agents

10.10.100.10
[srvljtel-backup
jtel

FkkkFkkkFxrk

SMB3.1.1 or higher
14
95

165

Example
The type of fileshare
10.10.100.10
[srvljtel-backup
NFSv4.1
14
95

165



Sizing CPU Cores RAM Storage

Minimal (only recommended for systems with low load) = 8 32GB 1TB

Optimal (recommended for normal operations) 16 64GB 2TB

Up to 200 Concurrent Agents

Sizing CPU Cores RAM Storage
Minimal (only recommended for systems with low load) = 16 64GB 2TB
Optimal (recommended for normal operations) 32 128GB  4TB

Over 200 Concurrent Agents

Bespoke calculation based on exact system requirements.

Backup Storage Sizing and Retention Policy

The backup storage, which should be external to the VM itself, will need to be sized accordingly, and also you will need to implement a rotation and retention strategy.

WORM

We do highly recommend the usage of WORM storage with appropriately configured policies. Since the backup is content based,

In all cases you will need to consult your data protection officers to determine what are reasonable retention policies for your business.

Retention Policy
We recommend implementing a retention and rotation scheme. This is an example only, for exact retention policies please discuss with your data protection officer.
" Daily backups, retained for example for 14 days

= Weekly backups, copied from daily backups as required, retained, for example, for 12 weeks
= Monthly backups, copied from weekly backups as required, retained, for example, for 24 months

Sizing
It is impossible to calculate the exact size of backup storage required, as this is a function of:
® actual system usage
® features which are activated
® retention period
We recommend you use a storage system which allows for dynamic growth wherever possible.
The following are guidelines only!

To determine the actual size of the backup storage you require, you should regularly examine your backup storage. In daily, you will find 2 files created each day:

" One sql.gz file - this contains the database backup



" One tar.bz2 file - this contains the data directory files backup

The naming of the files follows the following convention:

® <jnstance_name>_<versi on>_<dat e>_<ti me>_<nachi ne_nane>. sql . gz

® <jnstance_nanme>_<versi on>_<dat e>_<ti ne>_<machi ne_nanme>.tar. bz2

For example:

® cnyacd.jtel.online_3.44.1_2026-05-15-020000+0200_cnyacd- debi an-vm sql . gz

® cnyacd.jtel.online_3.44.1_2026-05-15-020000+0200_cnyacd- debi an-vm tar. bz2

Adding up the size of these two files, and considering some growth thereof, will give you an approximate size of what each day's backup will need.

Use your retention policy to calculate the final sizing of the backup storage.

Here are some examples, using approximate sizes of data observed in the field:

Sizing DB Backup File System Backup Daily Backup
Size Size Size
Up to 20 Concurrent 50 MB 100 MB 150 MB
Agents
Up to 60 Concurrent 100 MB 400 MB 500 MB
Agents
Up to 200 Concurrent 300 MB 1.2GB 1.5GB
Agents

Over 200 Concurrent
Agents

Performance and Benchmarking

CPU Core Count

Example retention policy

above

150 MB * (14 + 12 + 24)

500 MB * (14 + 12 +24)

1.5GB* (14 +12 +24)

Calculated Minimum Backup Size

7.5GB

25GB

75 GB

Bespoke calculation based on exact system
requirements.

The CPU core counts above are guidelines based on performance metrics taken by jtel during load testing on dedicated infrastructure.

Depending on your data center environment and / or cloud infrastructure provider and their associated capabilities, the actual CPU core count required may vary.

RAM Sizing

Actual Backup Size (Including Spare Capacity for
Growth)

15GB

50 GB

150 GB

It is very important for overall system performance that the system does not swap RAM to disk during high load situations. Swapping will seriously impact system performance.

Storage Sizing and i/o Performance

Sizing



The system writes a considerable amount of data and logs to disk during high load conditions. It is important, that the underlying disk system on the container host provides enough performance and does not get saturated
under load.

It is also important that the disk does not get full during operations as this will inevitably result in some data loss, make sure that the host disk is appropriately sized, particularly if you are storing call recordings for a longer
period of time.

The following formula can be used to calculate the disk requirements for call recordings:

® 1 Hour of Stereo Recording = 32 KB (2 Channels at 8 kHz 16 Bit Stereo) * 60 Seconds * 60 Minutes = 115.2 MB
® Size of storage required = Number of Hours to Store * 115.2 MB

For example, to store 7 working days of recordings for 30 agents on the phone for 6 hours per day you would need a minimum of:

® 7*30*6*115.2 MB = 145152 MB = 145.2 GB of Storage

Performance

You can measure the performance of the host system storage from the command line as follows:

for xin 12 3 45; do dd if=/dev/zero of=~/testfile.${x} bs=1M count =2048; done

This command writes 5 files 2 GB in size to the storage, and will usually result in the storage system going into saturation. The output of the last iteration is the performance metric you should use for reference.

Modern hard drives achieve data transfer rates > 500 MB per second, whereas storage that is inadequately connected to a virtual environment achieves significantly less. The effective throughput of a hard drive, even a local
one in a virtual environment, can be influenced by many factors:

Inadequate connection of an iSCSI via LAN, for example, with only a 1 x GB connection.
Insufficient caching capacity of a storage controller.

Faulty or uninstalled storage drivers

L]
L]
L]
® Controller unsuitable for use with a virtualisation host.

As a rule of thumb, anywhere between 100 MB to 200 MB per second is OK. If you are seeing figures lower than 100 MB per second, then your attached storage system does not have good performance and you may see
issues when running the system at high load.

LAN and QoS

Performance in the LAN is extremely important in a VolP telephony environment. If the LAN is heavily used, voice data may be lost or delayed without Quality of Service enabled (QoS). Users of the system will notice this
immediately due to choppy and broken audio in telephone conversations.

In contrast, data delay or loss is acceptable for normal IT business applications — the action takes a little longer or the data is sent again.

The correct configuration of the network (switches / routers / DNS) is also very important.

It is always advisable to operate a separate VLAN for telephony. Furthermore, in a virtual environment, the bundling of logical LAN channels on a physical line can also lead to overload.
Overutilisation of LAN capacity is one of the most commonly overlooked problems in the design of virtual environments.

If you have even the slightest doubt about the network, it is advisable to carry out a network measurement. This can be offered by jtel or your jtel partner on request.

In summary:

® Make sure QoS is activated end to end (make sure your internet provider supports this!)



® Do not overbook LANs / VLANSs in the virtual environment on which the container host will run

Telephony

The keyword "real time" is important for telephony applications. There must be no gaps in the processing of voice data from telephony. If the appropriate CPU, RAM and 1/O performance (network and storage) is not available,
this can cause problems.

In a virtual environment:

® a business application (CRM / ERP / Ticketing or whatever) may take longer than usual to respond when the environment overloads. When the latency becomes too high, the employee will notice this and complain
about the speed of the system. But basically, they can still do their job. It's like surfing a slow website - though annoying it still works.

* atelephony application will experience time delays in the processing of voice data when the environment overloads. This is barely noticeable below 20 ms, but becomes audible above 30 ms. Above a certain delay,
audio data will be lost and call quality will suffer. When large delays occur, significant gaps in the telephone conversation can be heard, and the call may even be dropped entirely. Compared to the business
application which just slows down, this is of course a much more serious problem and is unacceptable.

In a virtual environment, resources should be reserved for the container host. We recommend:
® reserving 100% of the RAM for the container host

® reserving 50% of the required CPU cores for the container host
® thick provisioning the disk for the container host, so that it exists in it's entirity not withstanding the actual capacity of the storage system in the background
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